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ABSTRACT

Using digital media is complicated. Invasions of privacy, increasing dataveillance,
digital-by-default commercial and civic transactions and the erosion of the
democratic sphere are just some of the complex issues in modern societies.
Existential questions associated with digital life challenge the individual to come to
terms with who they are, as well as their social interactions and realities. In this
article, we identify three contemporary normative responses to these complex issues
-digital citizenship, digital rights and digital literacy. These three terms capture
epistemological and ontological frames that theorise and enact (both in policy and
everyday social interactions) how individuals learn to live in digitally mediated
societies. The article explores the effectiveness of each in addressing the
philosophical, ethical and practical issues raised by datafication, and the limitations
of human agency as an overarching goal within these responses. We examine how
each response addresses challenges in policy, everyday social life and political
rhetoric, tracing the fluctuating uses of these terms and their address to different
'.) stakeholders. The article concludes with a series of conceptual and practical ‘action
points’ that might optimise these responses to the benefit of the individual and

Check for

updates society.
Received 2020-06-29 Keywords INTERNET, DIGITALIZATION, COLLECTIVE HUMAN RIGHTS,
Revised 2020-07-23
Accepted 2020-11-10 CITIZENSHIP, LITERACY

Published 2021-01-15

Corresponding Author

Luci Pangrazio, 1 INTRODUCTION

luci.pangrazio@deakin.edu.au ) . . . . . . e
This article is about how a triumvirate of terms and concepts ‘digital citizenship, ‘digital
221 Burwood Hwy, Burwood,

VIC. 3125. Australia rights’ and ‘digital literacy’ are mobilized as arenas for normative action and intervention
DOI https://dof.org/10.7821/ in response to the increasing digitalization of everyday life. We approach this challenge as
naer.2021.1.616 educators and sociologists of childhood and youth, so we are interested in how each of the
Pages: 15-27 three terms act:

Distributed under

Creative Commons CC BY 4.0 o as approaches to learning about digital media use and structure;

Copyright: © The Author(s) « as frames for the organization of resistance to the digital;

« as fields of knowledge about citizenship, rights and literacy in the digital age;

OPEN ACCESS

How to cite this article (APA): Pangrazio, L., & Sefton-Green, J. (2021). Digital Rights, Digital Citizenship and Digital Literacy: 15
What's the Difference?. Journal of New Approaches in Educational Research, 10(1), 15-27. doi: 10.7821/naer.2021.1.616



https://doi.org/10.7821/naer.2021.1.616
http://crossmark.crossref.org/dialog/?doi=10.7821/naer.2021.1.616&domain=pdf&date_stamp=15-01-2021
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
luci.pangrazio@deakin.edu.au
https://doi.org/10.7821/naer.2021.1.616
https://doi.org/10.7821/naer.2021.1.616
https://orcid.org/0000-0002-7346-1313
https://orcid.org/0000-0001-9318-4934
https://doi.org/10.7821/naer.2021.1.616

Luci, Pangrazio; et al.

Digital Rights, Digital Citizenship and Digital Literacy: What's the Difference?

« and as desirable social norms to make civil society somehow ‘better’

Each term contains within it reference to principles of fairness, social justice, and enforce-
ment, notably in regard to regulation and education.

It is unusual to bring all three elements (digital citizenship, rights, and literacy) together
in one discussion and as we will show later, each element contains its own complex history
and debate. We are however, concerned with the ways that when the term ‘digital’ is used
adjectively in respect of each element, it performs a normative function that has significant
consequences for the ways that individuals and educational institutions can respond to the
potentially harmful alterations in relationships between individuals, the state and commer-
cial actors.

The proximate cause for our argument is of course the extraordinary range and reach of
digital technologies into every aspect of social, economic, political and personal life. This
has been covered elsewhere and, in many ways, forms the context for the articles in this
special issue and indeed for so much debate in public and personal life.

Although we acknowledge that the boundaries between the three concepts are not
strictly defined, this article addresses each term as a distinct ‘field’ exploring how such nor-
mative constructs form the basis for education and regulatory interventions and/or enforce-
ment. We begin the article by considering the ‘digital’ as an influence within each field (i.e.
citizenship, rights and literacy), exploring both its denotative and connotative effects. In the
examination of each key concept we tease out how each has been used as discursive ‘for-
tifications” against the digital. In the discussion, we bring the threads of the examination
together to consider the reconfiguration of agency in the digital context. We conclude the
article with a call to action for more coherent, interconnected and explicit identification of
the ways that such rights, citizenship and literacy can buttress and secure individuals in a
digital world.

1.1 The Digital as an Adjective

Much of the time using the term ‘digital” as a qualifying or descriptive adjective is redundant.
It is also invariably an inaccurate qualification. When applied to the concepts, traditions and
conventions of ‘citizenship; ‘rights’ and ‘literacy’ it is often exasperatingly imprecise. It is not
the aim of this article to argue for a narrow pedantic closed definition but to try to tease out
what comes into play when the term is used. Obviously, it is difficult to find any area of
contemporary social life that is not digital, so why is it still important and powerful to use
the adjective especially in respect of our three responses?

Sometimes the adjective refers to action in an exclusively digital field. For example, dig-
ital rights can refer to rights that simply pertain to activities that are solely digital such as
with reference to signing the terms and conditions when using new software. By contrast
the term is often used to explain the ways that the digital modifies, expands or extends pre-
existing fields. Literacy is a good case for this as literacies precede the digital even if much
literate activity takes place through the digital; reading and writing in a pre-digital sense
is necessary to be digitally literate; and exclusive digital literacy activities (such as coding,
creating or editing musical video online, participating in blogs, forums or chat rooms etc)
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are reliant on some form of non-digital literacy. Digital citizenship can refer to both being
a citizen of the digital, as if government portals, social network platforms and online shop-
ping were in themselves their own kind of states or empires in which its citizens had several
roles, functions and so forth. At the same time, it can also refer to the ways that classic
traditional models of citizenship (of a nation state) now can involve citizen actions through
new and changing voting systems and civic forums.

The contention of this article is that each time the ‘digital’ is used as a modifier or as a
qualifying term in any of the senses suggested above, it exerts a normative effect. First, of
all, the ‘digital’ signals progress, develop and change. Citizenship, literacy and rights are
not fixed properties however they are enshrined in law, social norms, and social practices.
When the modifier ‘digital’ is added, such practices appear to be in flux and cannot now
be understood without reference to the digital.! Secondly, there is an implicit notion of
changes in scale and size at a fundamental level so that the practices themselves are trans-
formed. This is most evident in respect of big data (Kitchin, 2014). The idea of citizenship
being digital, for example, carries within it the principles of scale, immediacy and informa-
tion control that are all immanent in the idea of big data and which thus exert a change in
understanding. Third, the idea of previously human dimensions becoming digital invokes
the notion of the machinic and of becoming automated and impersonal (Andrejevic, 2020).
Fourth, it conveys changes in social norms, assumptions and expectations. When rights,
citizenship and literacy become digital it suggests that principles of governance, control,
authority and accountability might be notably different because of these new and chang-
ing digital dimensions. This suggests a different kind of norm (in the sense of an average or
median), meaning digital citizenship conveys a different set of practices from simply casting
avote ata polling booth or participating in civil society to participating in online discussion.

It also suggests a different kind of prescriptive ideal, as if somewhat perversely, the nouns
-rights, literacy and citizenship— become a way of qualifying the adjective, digital. While
it might be more linguistically accurate to talk about citizenship in the digital era, rights in
the digital age or literacy with/in digital media the common-sense phrasing shows that key
values and traditional ethical practices have a place in the ever-changing free-for-all that the
digital has wrought on our society. There are ways in which the responsibilities, rights and
obligations of citizenship can still have meaning in the digital age. Individuals and groups
can still be protected by law through digital rights and the possibilities that literacy creates
for communication can be sustained and expanded when translated into binary code.

2 THREE CONCEPTS FOR NORMATIVE ACTION AND
INTERVENTION

The three terms capture epistemological and ontological frames to theorise and enact (both
in policy and everyday social interactions) how individuals learn to live in digitally medi-

"This is one of the key principles outlined in juridical thinking about normative orders of the inter-
net: https://www.normativeorders.net/en/events/documentation/69-veranstaltungen/5515-normative-orders
-of-the-digital
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ated social worlds. While these approaches call on different knowledge and skills sets, what
unites them is the attention to how the individual acts. However, what is acted upon and
how individuals are enabled to act are different. In many respects, the emphasis on differ-
ences in approach have hampered efforts by the individual to take control over the digital
as they have been developed in parallel, rather than dialogically. Each term tends to have
addressed different constituencies of interest and thus diverse groups of social actors. In
this section, we differentiate the boundaries between the three responses.

2.1 Digital Citizenship

As with all three responses explored in this article, digital citizenship emerges from an older
tradition with its own history. Citizenship is traditionally conceptualized as the relation-
ship between people and the nation state. It is based around notions of the ‘dutiful citizen,
who is informed about issues via mass media and obligated to participate in electoral pro-
cesses (Bennett, 2007). Individual interests are expressed through membership of politi-
cal parties and interest groups. This traditional view of citizenship has been critiqued by
feminists and diversity advocates for its narrow approach to identity, expression and par-
ticipation (Vromen, 2017). More recently, new norms for citizenship have emerged based
around what Vromen (2017) calls ‘personalized life politics’ (p. 27) in which democratic
participation is as much about choice, consumption and social action as it is about electoral
processes. Citizens are mobilized by specific social movements and issues, often of a global
nature (eg. climate change).

With the rise of the internet, opportunities to participate in civic, social and political
life have increased. Digital citizenship can thus be defined as simply ‘the right to partici-
pate in society online’ (Mossberger, Tolbert, & Mcneal, 2007). Early approaches to digital
citizenship were most concerned with bridging the digital divide: issues of access, inclu-
sion and communicative rights and liberties were a priority (Shelley et al., 2004; Thrane,
Shelley, Shulman, Beisser, & Larson, 2004). However, as social media platforms were main-
streamed, the question of access diminished in importance as Facebook and Twitter become
vehicles for civic participation. In the digital context, citizenship is almost a ‘given;, but it
does involve a series of tasks or acts - deciphering news feeds or constructing digital identi-
ties. In their landmark book Being Digital Citizens, Isin and Ruppert (2015) argue that it is
through digital acts that digital citizens come into being. While this might sound straight-
forward, digital acts involve interpreting multiple streams of local and global information,
and, in the age of datafication, anticipating unknown consequences.

Ontologically, citizenship marks our relationship to something beyond the individual -
be that the community, platform or the nation state (McCosker et al., 2016, p. 2). In this way,
digital citizenship is not just about civic responsibilities or self-responsibilization, but rather
how the digital facilitates new forms of participation. While the digital opens up different
kinds of collectivity, as Jenkins and Carpentier (2013) point out, even in the digital context
participation is still a struggle for marginalised people. Nevertheless, digital platforms can
facilitate modes of civic participation with a significant impact on democratic politics. A
good example of this is the poor turnout at Donald Trump’s campaign rally in Tulsa in June
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2020. Organised via TikTok the action brought together an unlikely alliance between Black
Lives Matter protesters and K-Pop fans. Although reported to have ‘sold out, at the rally
large parts of the stadium were empty (Sakzewski, 2020).

In many respects, theorizing how individuals are constructed as digital citizens has
focused on redefining changing civic behaviours and societies (Jenkins, Shresthova, &
Gamber-Thompson, 2016). The digital may have opened up new spaces for political action
and engagement. Yet the effect of corporatized social media platforms on digital acts, and
the implications of these acts for citizenship is complex. The opacity of digital infrastruc-
tures and the increasing reliance on algorithmic decision-making raises critical challenges
to what it means to be an informed, engaged and active citizen. Digital citizens are less
reliant on the nation state for their democratic expression. At the same time, it is clear that
digital technologies have enabled the introduction and intensification of draconian laws that
have extended the reach of the nation state over its citizens. For example, metadata reten-
tion laws enable governments to assert new forms of discipline and control over citizens in

the name of public security (Ozalp, 2019; Sarre, 2015).

2.2 Digital Rights

Digital rights are human and legal rights that allow individuals to access, use, create and
publish digital content on devices such as computers and mobile phones, as well as in virtual
spaces and communities (Reventlow, 2017). Currently, digital rights are not a set of rights in
and of themselves, but are related to other human rights, particularly freedom of expression
and the right to privacy in online and digital environments (Hutt, 2015). In practical terms,
human rights can be thought of as protection against ‘standard threats’ —such as oppression,
deprivation and violence- that jeopardize human interests (Mathiesen, 2014). However,
as Peacock (2019) points out, there is still debate over whether ‘access to the Internet is a
human right in and of itself, part of already-existing freedom of expression guarantees, or
not a right at all’ (p. 4).

Given the pace of and variation in access and use of technologies across the world, ensur-
ing that individuals have the same rights in digital spaces as in analogue ones is difficult. So
too, is establishing a framework for digital rights that encompasses all platform stakehold-
ers, including designers, users and shareholders (Goggin et al., 2017). Indeed, there is an
inherent tension between the free exchange of ideas and ensuring adequate protection from
harassment and abuse (Livingstone, 2014). The internet also reconfigures notions of privacy
as participation on many mainstream platforms requires some sharing of personal informa-
tion: it is virtually impossible to participate privately online. At the very least, privacy needs
to be understood as networked (Marwick & Boyd, 2014). This is difficult to enshrine in law.

An important ontological dimension of digital rights is that the ‘sovereign individual’ is
the subject of rights claims (Livingstone & Third, 2017, p. 667). Yet, a key issue in digital
rights discourse is the tendency to ‘universalize’ the human subject, when in reality human
rights issues are locally situated (Livingstone & Third, 2017). What is a digital right in some
parts of the world may not be in others, yet individuals and their data can easily cross state
and regional borders online. For this reason, Goggin et al. (2017) argue the digital rights of
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different actors -LGBTQI groups, children, people with disabilities and indigenous people-
are often overlooked. This calls for software architecture and legal frameworks that can
ensure the enforcement of these rights. However, as Livingstone and Third (2017) argue,
attempts to protect marginalized groups leads to ‘protection-dominant legal frameworks’
(p. 667), which can limit digital opportunities.

So how do digital rights support digital media use? When compared with digital citi-
zenship and digital literacies, digital rights bring context —including software architectures
and the business models that underpin digital platforms (Srnicek, 2017)- into sharp relief.
A focus on digital rights encourages policymakers to develop the technological and legal
frameworks to ensure individuals enjoy the same rights online as when offline. Tradition-
ally, rights were a matter for the nation state, but as Livingstone (2014) points out, more
recently the state has ‘devolved their power” and, most notably, ‘to private sector organiza-
tions such as those which own digital sites, services and infrastructures’ (p. 22). Although
it is the individual who is the subject of digital rights claims, digital rights differ from dig-
ital literacies and digital citizenship in that there is a strong reliance on institutions and
organizations to support the action of the individual.

2.3 Digital Literacy

Like traditional, print-based literacies, digital literacies refer to a competency or capability
with a particular topic, field or issue. However, as both conceptual and material notions
of the ‘digital’ are slippery, so too are conceptions of what constitutes being ‘literate’ In
fact, defining what is meant by digital literacy has become more complicated over time. An
early definition by Paul Gilster (in Pool, 1997, p. 9) describes digital literacy as ‘knowledge
assembly’ and involves ‘how to assimilate the information, evaluate it, and reintegrate it.
However, as the digital spaces, texts and tools are continually changing and becoming more
complex, so too is what it takes to be considered ‘literate. Perhaps for this reason, broad def-
initions have been adopted. Thorne (2013), for instance, defines digital literacies as ‘semiotic
activity mediated by electronic media’ (p. 192), avoiding outlining the more specific skills
and practices required. Other definitions of digital literacy have tended to fall into the cate-
gories of either mastery and operational proficiency, or evaluation and critique (Lankshear
& Knobel, 2011).

Of the three responses analysed here, literacy is most strongly associated with education.
Indeed, educational responses to phenomena become distilled into a catchall of ‘literacy’ as
in ‘financial literacy’ and even sometimes ‘physical literacy’ as terms used to describe the
individual’s capacity to understand information and the social norms and conventions that
surround it, as well as to demonstrate this knowledge through comprehension or writing.

Despite the contemporary proliferation of ‘literacies;, literacy as a concept has a long
history. The extension of the term literacy into media literacy in the 1970s helped cement
the idea of literacy as a way of framing responses to changes in the communications order.
Literacy, is an established frame in response to changes in communications that both nor-
mativizes and explains the relationships between individuals and society.
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However, research consistently shows that schools need to do more to develop digital
literacies (Littlejohn, Beetham, & McGill, 2012). In particular, there needs to be a focus
on extending digital literacies across different contexts, so that critical, ethical, and techni-
cal mastery can be developed (Pangrazio, 2019). In educational contexts, digital literacies
should be approached as an evolving set of skills and practices with implications for iden-
tity (Littlejohn et al., 2012). In particular, literacy can also be used to explain the process by
which individuals learn how to behave on/in platforms that datafy them as well as giving the
platforms pedagogic authority to inscribe their ways of learning, knowing and behaving.

Recently, new strands of digital literacy, namely data literacy (Pangrazio & Sefton-Green,
2020), personal data literacy (Pangrazio & Selwyn, 2019) and infrastructural literacy (Gray,
Gerlitz, & Bounegru, 2018), have emerged as a specific response to the challenges of datafi-
cation. Even though educational institutions could be important sites for developing critical
data literacies, most lean toward an instrumental framing of data literacy —promoting an
‘instrumentalist focus on performance management, efficiencies or evidence’ (Raffaghelli
& Stewart, 2020, p. 439). This could be due to the fact that digital literacy programs, are
heavily influenced by workforce demands (Alexander, Becker, Cummins, Giesinger, & The
New Media Consortium, 2017) rather than by the challenges of living in a digital world.

In many respects, data literacy could be considered a subset of digital literacy and indi-
cates an expanding range of digital media that individuals use to live in a digitally mediated
world. With this in mind, digital literacy is perhaps foundational for digital citizenship
and digital rights: individuals cannot participate or claim their digital rights if they are not
‘literate’ in the first place.

3 DISCUSSION
3.1 Fields of Action

While the three concepts operate as norms in discursive arenas, they also describe sets of
activities, actions and practices where some people can have more or less authority than
others and the possibility for individual agency is often unequal. For example, citizenship
tends to be defined through the minimum requirement of voting even though there are a
number of other ways in which being a citizen can be described and measured: from civic
minded actions like picking up litter to marching, attending demonstrations, posting online
and membership of civil society and political parties. In general, citizenship is as much a
question of ontology —of being- as it is a question of beliefs, understandings or actions.

By contrast the field of rights is more public, where individuals are to some extent pro-
tected by shared norms or laws and where the individual requires protection or enforcement
when rights are threatened. This is why the use of consumer law in relationship to terms
and conditions or the acceptance of data cookies is so fraught because it seems inappropri-
ate (Andrejevic, 2014; Richardson, 2015). If these terms and conditions were really about
protecting the rights of citizens then they would be written in a way that is more accessi-
ble to individuals. However, the field of rights is not just one of public bodies, lawmakers
and policing because individuals have to assert their rights to claim them. While there are
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forms of collective protest in the digital sphere and indeed grassroots movements that take
down or re-appropriate government data when it has been used to deny services (D’Ignazio
& Klein, 2020), most digital rights are passive with conflict being resolved by corporate
and/or state actors —such as the European Parliament’s GDPR (Richardson, 2015).

Digital literacy is perhaps the field of action that most emphasises individualistic and
individualised agency. Although digital literacy is now evaluated and accredited, it is also
assumed to be a vernacular and folk practice. As a mode of power (Pangrazio & Sefton-
Green, 2020) digital literacy is exercised significantly by people through their digital acts
in contrast with digital rights which are exercised by national and supranational bodies.
All three fields thus mesh top-down and bottom-up energies, authority and warrants along
an axis that pays different kind of attention to individual and/or collective entities. This is
captured in the following diagram (Figure 1):

Top Down actions and pressures

Digital Rights
Digital Citizenship

actions Collective activity

Digital Literacy

Bottom Up assertions/claims

Figure 1 Diagram showing the broad field of action for Digital Citizenship, Digital Rights and Digital Lit-
eracy

As we discuss in the section below, all three concepts acknowledge changing and limited
principles of human agency acting in society. However, in their work within the fields of
education and state regulation the tension between top-down and bottom-up powers only
serves to exacerbate the ways that the digital in all three concepts seems to demonstrate the
prerogative of structural power rather than individual autonomy.

Not surprisingly, across all three fields, conservative definitions are authorised and
endorsed. For example, in education digital literacy is often understood in terms of how
it prepares young people for work in the ‘knowledge economy,, rather than in terms of self-
expression. Similarly, digital citizenship has become a useful cipher to challenge cyberbul-
lying and inappropriate behaviour (Ribble, Bailey & Ross, 2004) particularly with regard
to children and young people. Typically, educational programs about digital citizenship
take a didactic approach to scaffolding ‘appropriate, ‘respectful’ and ‘responsible’ online
behaviour (Australian Curriculum Assessment and Reporting Authority, 2020; New South
Wales Department Education, 2020; Ribble, Bailey, & Ross, 2004). In Australia, this protec-
tionist approach to digital citizenship is also reflected in policy as in a recent mobile phone
ban in schools in the state of New South Wales (New South Wales Department Education,
2020).
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From a digital rights perspective, efforts to protect children are usually framed in terms
of rights to rich and varied online experiences. As Macenaite (2017) argues, protection
and regulation can limit children’s online opportunities and ‘fails to consider the evolving
capacities and best interests of the child’ (p.765). At the same time, there is clearly a need for
better protection of children’s personal data. For example, how learning analytics appears
to ‘speak for’ children as personalised learning is disempowering (Lupton & Williamson,
2017). However, as Lupton and Williamson (2017) note there are few examples of instru-
ments and strategies that protect children’s data and digital privacy without diminishing the
range of digital experiences.

3.2 A Question of Agency?

While exploring the differences in approaches is the main focus of this paper, we would
argue that one thing they have in common is an overt commitment to promoting agency
in the digital context. To claim one’s digital rights, to act as an informed and responsible
citizen, or be literate enough to use digital media, requires agency. Indeed, across all three
approaches - digital citizenship, digital rights and digital literacy - agency is referred to as
an overarching ‘power’ needed to create value in an increasingly complex digital world.

‘Agency’ has a complex philosophical history. Describing the capacity of an individ-
ual to act freely in the world, the concept is entwined with assumptions about free will,
the structural constraints which limit individuals’ actions and the relationship between an
individual and their society (Richardson, 2015). In an era of ‘predictive analytics’ where
knowledge about personal tastes, choices, preferences, beliefs and actions now appears to
border on fate, the idea of digital agency has become even more fragile. In fact, analysis
of mal-, dis- and mis-information under the banner of fake news’ combined with targeted
advertising in social media, now raises the fear that democratic decision-making —in some
ways one of the most treasured expressions of human agency- is no longer an outcome of
free will but instead an example of the ways that individuals can be manipulated (Korner,
2019; Sefton-Green, 2019).

Yet, agency, as a catch-all term for the individual’s power to bring about change in the
world, is promoted as an important quality for children and young people. Schools and
youth programs are mandated to develop modes of participation across various domains.
The digital context is no exception. In fact, ‘digital agency’ is now deemed integral to an
‘individual’s ability to control and adapt to a digital world” (Passey et al., 2018, p. 426). As
such, ‘digital agency’ has become a popular element of many educational programs. How-
ever, whether digital agency —as we traditionally understand the concept- is actually possi-
ble in a context that is increasingly controlled by multinational tech companies is unknown.

Digital citizenship appears especially vulnerable to interference by commercial and
state-based actors. Traditionally, citizenship was determined by factors like place of birth
(either of the individual or their parents) or an application for citizenship to a country.
However, in the digital context, the concept of citizenship is far more nebulous and open
to dispute. In a globalized digital world, citizenship can be attributed algorithmically by
organizations such as the National Security Agency (NSA) in the US or the Australian
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Security Intelligence Agency (ASIO), creating a new type of citizenship —algorithmic cit-
izenship (Cheney-Lippold, 2017). Algorithmic citizenship cannot be proven, but is instead
performed. Indeed, it is the data that is generated through the performance of online social
relations and associations that articulate the relationship the individual has with the state.
As Cheney-Lippold (2017) explains in the age of datafication personal data is ‘most procur-
able’ and therefore the easiest way ‘to represent its surveilled population’ (p. 160). While the
digital may have facilitated civic participation, it has also led to new ways of determining or
ascribing citizenship that do not sit comfortably with traditional notions of democratic par-
ticipation. For example, algorithmic citizenship can be determined through relationships
and associations, meaning the ‘formal ability to knowingly relate to a state as a verified,
authentic citizen is thrown into disarray’ (Cheney-Lippold, 2017, p. 166).

3.3 Action Points

Action points for education, research and regulation emerge from this discussion. First,
identifying the contradictory points of overlap, tension and difference is helpful for educa-
tion because it ensures the most appropriate response might be applied in a given context.
For example, digital literacy and digital rights tend to focus on individual forms of action,
whereas digital citizenship typically connects practices to a collective or group. As digi-
tal literacy is increasingly viewed by governments and educational authorities as similar
to reading and writing (Littlejohn et al., 2012), it is useful to think of this as the primary
digital response. After all, there is little need to claim your digital rights if you cannot use
digital technologies. Similarly, the identity work that takes place as part of digital literacies,
strengthens and initiates group belonging, which lies at the heart of digital citizenship.

Our analysis has revealed that the three responses tend to operate at a conceptual level,
appealing to academic researchers in their quest to make sense of people’s digital engage-
ments. However, communication and participation in civic spheres, control and mastery of
progressions in learning, the power to authorize commercial transactions, membership of
affinity and taste or interest driven communities mean different things to different individ-
uals and their expression of agency. Awareness of datafication and ‘surveillance capitalism’
constrain the notions of freedom which previously seemed part and parcel of our normative
understandings of agency. Do the three responses examined here articulate people’s every-
day lives and what kinds of agency do they promote? Future research needs to test the limits
of these responses and perhaps, more importantly, consider how they can be operational-
ized as a triumvirate that helps individuals resist the more pervasive aspects of dataveillance
and commercial profiling.

Finally, our analysis has revealed that despite the dogged efforts of educators and
researchers to prepare individuals for living in a datafied world, there are limits to individ-
ualized and collective bottom-up responses. Clearly, further top-down regulation of big
tech companies is needed. If seen as a triumvirate of responses operating at different levels
(i.e technical/critical/social and individual/collective), it is imperative that education and
research formulate ways to show people when and how these responses can be enacted in
everyday social and civic life to ensure protection of digital rights.
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4 CONCLUSIONS

In this article we have critically examined how three different concepts prepare individu-
als to live in a digitally mediated world. The rationale for writing the article was that dig-
ital citizenship, digital rights and digital literacy have been developed in parallel, rather
than dialogically, meaning they have not been brought together effectively. Our discussion
highlighted why bottom up approaches, like that of digital literacies and digital citizenship,
need to be complemented by top-down, regulatory approaches like digital rights. Similarly,
individualised skills like those promoted through digital literacy can lead to a collective,
participatory action that is important for digital citizenship and the promotion of plural-
ism and democracy. Our examination also revealed how datafication and automation are
rapidly changing the digital landscape. New strands of critical digital literacy, such as data
literacy, need to be developed in education if individuals are to be aware of the challenges
to their digital rights, as well as inculcating the motivation and skills to claim them. As
digital media further converge, traditional notions of agency are under threat. This calls for
both regulation and education, meaning neither digital citizenship, digital rights nor digital
literacy by themselves can prepare individuals adequately. These three concepts must work
in concert if a ‘good’ society can flourish.
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